
44

Safe Bank  4(101) 2025

44

 10 2 54 4 101 2025

Patryk Król*

ORCID: 0000-0003-4079-8849
patkro12@gmail.comB e  na  f n
Abstract

Purpose:  a e e en  a e en e e  ana  f en  e a e n n   a a  e a  n e ank n  an  nan a  e  a n   en f  ke  e ea  en  n en a  a  an  e e e e en  e n  n e e  200 2024
Methodology: e  e  e e   an  e  f S en e a a a e a a n  4 245 en  f  2 55 e  e ana   a a e e   an ann a  a n  a e f 1 5   an a e a e f 1  a n  e  en  e - n a n  a n   11 55 a   1 01  efe en e  e e n  e -na  na e f e e ea  e
Results:  e  na e   1 5 a n  e e   Se  ank  e n   104 a n  a ne e e n n e  ea  a n  n n   5 a n  e ana  e ea  e n f  a na  efen e e  (200 2015) a  a a  n e en e an  k a n e n e  (2020 2024)  e  f e en  e  a n  a e k   a a  e  a  (200 )  540 a n  an  n e n (200 )  5 a n  en a n f  a n e a  e  n a e  a  e een e  e ea  an  e e n e  a e  n e n
Conclusions: n  e ea  n e nan a  e   a a e e   n en e e e en   a a a  f  a  e na e  e e n e  n  a ne ea n n  e e n  n e n e na  e ea  n n  e n a   e a a  a e  an  a a n f k a n e n  n en  e a n e
Keywords  n  e e  ank n  e  e  ana  a ne ea n n  ea n n k a n  nan a  e
JEL Codes  21  2   0
* a k   na  n e  f n  an  B ne



45

Safe Bank  4(101) 2025

45

Problems and Opinions
IntroductionP is in  as a form of ber rime  poses one of e mos  serio s rea s o e modern di i al e onom  in l din  e inan ial se or and espe iall  e bankin  se or ( o e  al  202 )  P is in  a a ks  i  se so ial en ineerin  e ni es o ob ain on iden ial informa ion s  as reden ials or inan ial informa ion  are be omin  in reasin l  sop is i a ed and pose a si ni i an  allen e o e se ri  of inan ial ins i ions ( spin e  al  2024  a ali 2024)n re en  ears  ere as been a s arp in rease in bo  e n mber of p is in  a a ks and eir e nolo i al sop is i a ion  i  as promp ed o n ermeas-res b  ins i ions responsible for ele roni  ommer e se ri  and resear ers in es i a in  is iss e ( o e  al  2022)  ordin  o illan e a e  al  (2024)  p is -in  a a ks a e in reased b  4  sin e 201  and e inan ial se or s ffers an a era e ann al loss of  million ( illan e a  Sebas ian  e re 2024). Statist-i s indi ate t at appro imatel  1.2  of all emails re ei ed are p is in  attempts  i  translates to .4 billion p is in  emails per da  it  an estimated one in 4 200 emails onstit tin  a p is in  attempt (B att et al. 2024).e to t e i  al e of ele troni  transa tions  t e inan ial se tor is parti larl  lnerable to t e effe ts of p is in  atta ks ( afor et al. 2024). inan ial instit tions m st ontend not onl  it  traditional forms of p is in  b t also it  ne  forms s  as spear p is in  is in  and atta ks sin  arti i ial intelli en e ( r l 2024). e ro t  of ele troni  omm ni ation sin e t e O -1  pandemi  as f rt er intensi ied t ese t reats  ontrib tin  to an almost t ofold in rease in beratta ks a ainst inan ial instit tions ( bda abar and dbeaa 2024).Bibliometri  anal sis as re entl  be ome a pop lar tool for anal sin  t e s ope and str t re of s ienti i  resear  in a i en ield ( ont  et al. 2021). n t e onte t of p is in  resear  t is t pe of anal sis allo s for s stemati  mappin  of resear  identi i ation of emer in  trends  pop lar a t ors and instit tions. et odolo i al anal sis of s  res lts allo s for t e identi i ation of aps in e istin  kno led e ( tl t rk et al. 2024). S  bibliometri  anal ses are also sed to st d  p is in  in t e inan ial se tor. e res lts of t ese anal ses make it easier to determine bot  at as alread  been resear ed and to identif  allen es related to p is in  in this sector.Pre io s bibliometric st dies in the ield of c bersec rit  ha e foc sed mainl  on eneral aspects of threats (Per e  et al. 2021). o e er  relati el  little attention has been paid to a detailed anal sis of the literat re on phishin  in the inancial sector. ecent anal ses indicate a ro in  interest amon  researchers in the ps cholo ical factors in l encin  lnerabilit  to phishin  aspects of electronic comm nication sec rit  and the inte ration of technolo ical sol tions ith  h man beha io r ( tl t rk and etin 202 ). n addition  the se of arti icial intelli ence in detectin  and co nteractin  phishin  attacks is becomin  increasin l  important (Olo  et al. 2024).
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he aim of this article is to cond ct a bibliometric anal sis of scienti ic literat re on phishin  ith a partic lar foc s on the inancial sector. he anal sis incl des identif in  ke  research trends  mappin  international and inter-instit tional cooperation  determinin  the most pop lar p blications and a thors  and indicatin  promisin  directions for f t re research. he se of ad anced bibliometric techni es allo s for the de elopment of a comprehensi e pict re of the state of kno led e in this ield and the identi ication of areas re irin  f rther scienti ic research. he ori inalit  of the st d  lies in foc sin  the literat re anal sis on the inancial sector  hereas pre io s bibliometric anal ses of phishin  ha e mostl  concentrated on eneral aspects of c bersec rit .

Research methodology and quantitative characteristics  
of the analysed publications he st d  sed the bibliometri  ( ria and cc r llo 201 ) and data from the eb of Science ore ollection database  co erin  4 245 doc ments from 200 2024  ori inatin  from 2 55 so rces. he search phrase as phishin . his allo ed for an interdisciplinar  cross-section of st dies on the s b ect to be incl ded. he most fre entl  cited p blications on economics and inance are disc ssed in a separate section. he database created re lects the d namic ro th of p blications ith an ann al rate of 16. 5  hich indicates the intensi e de elopment of the discipline nder st d . he a era e a e of the p blications st died is 6.45 ears  ith a total n mber of references of 1 01  and an a era e n mber of citations per doc ment of 1 .  hich can be interpreted as a si ni icant impact of the p blications on the scienti ic comm nit . n anal sis of the content of the doc ments re eals a ealth of scienti ic terminolo  ith 1 4  ke ords ( e ords Pl s) and 5 a thor s ke ords ( thor s e ords) identi ied. his terminolo ical di ersit  re lects  amon  other thin s  the m ltidisciplinar  nat re of the p blications st died and  indirectl  the comple it  of the iss es addressed.he anal sis co ered p blications b  11 55 a thors  of hom onl  2 4 ere sin le a thors  hich indicates a hi h le el of collaboration bet een a thors. he a era e n mber of co-a thors per doc ment is . 1. he le el of internationalisation of collaboration in the anal sed doc ments reaches appro imatel  21 .he anal sed collection of p blications is dominated b  conference materials (2 252 doc ments  i.e. 5 .1  of all doc ments)  follo ed b  scienti ic articles (1 5  i.e. 40.  of all records) (corp s). Other p blications incl de literat re re ie s ( 4 doc ments)  book re ie s (1 )  editorial materials (26) and a fe  other items. he str ct re of the anal sed collection of doc ments re lects the eneral str ct re of p blications in contemporar  science  ith conference comm nication pla in  a key role in the popularisation of research results.
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Results of the publication analysisable 1 illustrates the number of scienti ic publications on phishin  accordin  to ten scienti ic ournals on phishin  constitutin  a key element of bibliometric analysis in this research area. 

 
in the WoS database

No. Journal Number of 
publications1 IEEE Access 1 52. omputers and Security 104. International ournal of Ad anced omputer Science and Applications 514. Electronics 415. Applied Sciences-Basel 46. E pert Systems ith Applications 07. International ournal of omputer Science and et ork Security 278. Information and omputer Security 229. Security and ommunication et orks 2210. - omputers aterials and ontinua 21Source  o n study  based on data from the oS database  prepared usin  the Bibliometri  tool. 

able 2 presents a list of the most acti e authors of scienti ic publications on phishin  takin  into account the total number of scienti ic papers. he data allo s us to identify key scientists shapin  the landscape of phishin  research and the scale of their scienti ic contribution.hart 1 sho s the number of scienti ic publications on phishin  by author af iliation in se en academic institutions. arne ie elon ni ersity is in the lead  ahead of in  Saud ni ersity by four publications. he other i e institutions ha e a similar number of publications  ran in  from 58 to 55. It is orth notin  that the ni ersity of the hinese Academy of Sciences has 55 publications. he data in hart 1 indicate the lobal nature of research and publications on phishin .
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in the WoS database

No. Author Number of articles1 ain Ankit umar 172 habtah adi 17Rao Routhu Srinivasa 154 olkamer elanie 155 oore yler 146 arshney aurav 147 Allodi uca 18 hiba aiki 19 hie  an  en 110 ourdan uy- incent 111 erma Rakesh 112 ish anath Arun 11 u ia in 1Source  o n study  based on data from the oS database  prepared usin  the Bibliometri  tool.
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An analysis of the most fre uently cited publications in the ield of phishin  research reveals key orks that have shaped the contemporary understandin  of this phenomenon. able  presents the 10 most fre uently cited publications in the eneral collection of literature on phishin  ithout distinction by sub ect cate ory.

 
in the WoS database

Author 
and year of 
publication

Journal/Conference Citations 
Total

Citations 
per year

Normalised 
citationsa)

a atic et al. (2007) ommunications of the A 540 28.42 16.6Anderson and Moore (2006) Science 85 19.25 17.25Shen  et al. (2010) I onference Proceedin s 66 22.88 10.67
ian  et al. (2011) A M ransactions on Information and System Security 21 21.40 11.05

Sahin o  et al. (2019) E pert Systems ith Applications 19 45.57 17.67rombhol  et al. (2015) ournal of Information Security and Applications 291 26.45 19.54Khonji et al. (201 ) IEEE ommunications Surveys and utorials 266 20.46 16.64
on  (2012) ommunications of the A M 264 18.86 12.

Grier et al. (2010) A M onference on omputer and ommunications Security 261 16. 1 7.61
E elman et al. (2008) I onference Proceedin s 259 14. 9 17.1

a)  ormalised citations are a measure that takes into account the a e of a publication and the avera-e number of citations in a iven year  calculated as the number of citations divided by the avera e number of citations for publications from the same year. A value above 1 indicates an above-avera e impact of the publication.Source  o n study  based on data from the oS database  prepared usin  the Bibliometri  tool.
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a atic et al. (2007) initiated research on social phishin  in their roundbreakin  article published in Communications of the ACM. It concerned the concept of usin  social net orks in phishin  attacks and laid the foundations for determinin  the role of social factors in the vulnerability of people usin  these net orks to attacks. Anderson and Moore (2006) presented fundamental analyses of security economics in the presti ious journal Science  hich became the basis for subse uent research on the economic aspects of cybercrime. his ork  ith 85 citations in oS and over 1 100 citations in Goo le Scholar  in luenced the development of an interdisciplinary approach to phishin  research  combinin  technical and economic aspects. Shen  et al. (2010) presented si ni icant research on the factors in luencin  users  vulnerability to phishin  in the I conference proceedin s  achievin  66 citations. heir research contributed to a better understandin  of the psycholo ical patterns e ploited by cybercriminals. ian  et al. (2011) presented an innovative approach to phishin  detection in ACM Transactions on Information 

and System Security  hich has 21 citations. heir methodolo y became the basis for many subse uent phishin  attack detection systems. Also si ni icant is the ork of Sahin o  et al. (2019) published in Expert Systems with Applications  hich has already reached 19 citations and the hi hest number of citations per year (45.57). his publication focuses on the use of arti icial intelli ence in phishin  detection. Krombhol  et al. (2015) in the Journal of Information Security and Applications conducted a comprehensive analysis of social en ineerin  attacks  hich has been cited 291 times. heir research has contributed to a better understandin  of both the psycholo ical aspects of phishin  and the manipulation mechanisms used by attackers. Khonji et al. (201 ) published an important literature revie  on phishin  in IEEE Communications Surveys and Tutorials  hich has been cited 266 times  systematisin  previous research and identifyin  directions for future research.hart 2 contains a set of concepts used in phishin  research bet een 2006 and 2024  illustratin  the transition from early technical issues such as eb spoo in  and trusted computin  (2006 2009)  throu h the development of detection methods based on Bayesian classi ication and behavioural analysis (2010 2015)  to the application of machine learnin  arti icial intelli ence  and blockchain technolo y (2020 2024). he most fre uently occurrin  term is phishin  (1 26 occurrences)  follo ed by machine learnin  (495 occurrences) and security  (4 6 occurrences). i ure 2 symbolically illustrates the transformation of the research paradi m from traditional rule-based and ilter-based defence methods (spam ilterin  anti-phishin ) in 201 2016 to ards advanced methods of arti icial intelli ence  natural lan ua e processin  and deep learnin  in recent years (2021 2024)  hich means  amon  other thin s  the ro in  importance of automation and intelli ent systems in the i ht a ainst phishin . Particularly noticeable is the increase in interest in blockchain and Ethereum technolo ies since 2022  su estin  the adaptation of ne  approaches to cyber security in the conte t of decentralised inancial systems.It is orth notin  that the most productive authors ( able 2) do not coincide ith the authors of the most cited publications ( able ). here may be several reasons for this phenomenon. irst  the authors of the most fre uently cited orks often 
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published durin  the pioneerin  period of research (2006 2015)  layin  the foundations of the ield  hile the most productive authors are active in later years  developin  e istin  concepts. Second  roundbreakin  publications may have a reater impact than many incremental orks. hird  this difference may re lect thematic specialisation  the most productive authors may focus on narro  technical aspects  hile the most cited orks are interdisciplinary or revie -oriented.
Figure 2. Thematic trends in phishing research, 2006–2024, by keyword 

e end  he si e of the circles re lects the number of publications containin  a iven key ord in a iven year  and the hori ontal lines sho  the period of occurrence of the topic in the analysed literature.Source  o n study  based on data from the oS database  prepared usin  the Bibliometri  tool.
hart  contains thematic clusters (accordin  to Key ords Plus) created on the basis of an analysis of literature on phishin  and their interconnection throu h common citations. his resulted in t o research clusters ith different levels of centrality and in luence. luster 1 (pink)  created on the basis of 1 7 documents  focuses on the issues of security  attacks  and classi ication  ith con idence levels of 79.2  62.5  and 59.1  respectively  achievin  a centrality of 0.401 and a local impact of 7.542. hese parameters indicate its fundamental role in research on security and the classi ication of phishin  attacks. luster 2 (blue)  created on the basis of 11  documents  focuses research on features  model  and ebsites  ith hi her con idence levels (88.9  57.1  86.7 ) and sli htly hi her centrality (0. 99) as ell as reater local in luence (8.411). his indicates a focus on modellin  and analysin  the technical features of ebsites. he division of the studied documents into t o clusters indicates a dichotomy in phishin  research. amely  an approach focused on the analysis of security threats and an approach focused on technical detection methods based on features and modellin . he 
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second cluster has a stron er in luence on the development of research in this area  despite the smaller number of publications. his is most likely due to the hi her level of innovation and citations in research on phishin  detection al orithms.
Figure 3. Thematic clusters related to phishing

Source  o n study  based on data from the oS database  prepared usin  the Bibliometri  tool.
Characteristics of the most frequently cited publications 

Phishin  as a form of cybercrime  has a si ni icant impact on inancial security and even the stability of the bankin  sector. his thesis is justi ied primarily by the estimated losses amountin  to billions of dollars annually  as ell as the underminin  of consumer con idence in inancial services and tradin  in electronic distribution channels. nlike the publications in able  the follo in  overvie  includes the 10 most fre uently cited publications from the oS database in the Economy  Business inance  cate ory only  hich allo s for an in-depth analysis of the economic and inancial conse uences of phishin  for the bankin  sector.Herley and Florêncio (2010) in their paper „Nobody Sells Gold for the Price of Silver  ishonesty  ncertainty and the nder round Economy  analysed the ille al cyber economy  focusin  in particular on IR  markets1 offerin  stolen identities  
1 he IR  market does not e ist as a inancial or commercial market in the classical sense. IR  is primar-ily a communication technolo y (Internet Relay hat)  i.e. a net ork of online chat channels. here are various IR  net orks in Poland  e. . PIR .P  hich can be called a market  in the social sense as a place and means of e chan in  information  contacts and services. It operates in a client-server architecture  the user connects to the IR  server usin  a client pro ramme  and conversations take place on thematic channels. hannels can be public (open to everyone) or private (for invited users only).
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phishin  kits  botnets2 and cybercrime-related services. he authors demonstrated the e istence of sophisticated under round  markets characterised by a hi h level of specialisation and maturity  ith a comprehensive division of labour and ran e of services  hich revolutionised the understandin  of the economic aspects of cybercrime. his ork has been cited 62 times and has been instrumental in understandin  the economic mechanisms drivin  phishin  attacks. Hornuf et al. (2022)  in their study Initial coin offerin s  information disclosure  and fraud  published in Small Business Economics  conducted a comprehensive analysis of fraud in Initial oin Offerin s (I Os)  documentin  various types of fraud and sho in  that fraudulent I Os are on avera e si ni icantly lar er than the avera e for other types of fraud. he authors discovered a parado  hereby issuers ho disclose their code on GitHub  are more vulnerable to phishin  and hackin  attacks  pointin  to the risks of transparency. his publication  cited 54 times  has made a key contribution to understandin  the relationship bet een information disclosure and vulnerability to cybercrime in the inancial sector. Shkarlet et al. (2018) in their paper „ eterminants of the Financial Services Market Functionin  in the Era of the Informational Economy evelopment  published in 
the Baltic Journal of Economic Studies identi ied the determinants of the functionin  of the inancial services market in the era of the development of the information economy. he authors demonstrated objective links bet een inancial systems and the national economy  emphasisin  the transformative impact of information technolo y on the functionin  of inancial institutions. his publication  cited 17 times  provided a theoretical frame ork for understandin  the impact of di italisation on the security of the inancial sector.Bayl-Smith et al. (2020)  in their study „ ue tilisation  Phishin  Feature and Phish-in  Email etection  presented at the 24th International Conference on Financial 
Cryptography and Data Security  developed the concept of cues as a uni ue pre-dictor of phishin  feature detection. he study  conducted on 127 psycholo y stu-dents  demonstrated the importance of co nitive processes in identifyin  phishin  emails. his ork  cited 12 times  contributed to a better understandin  of the psy-cholo ical mechanisms of phishin  vulnerability in a inancial conte t. O eary (2019)  in his article „ hat Phishin  Emails Reveal  An E ploratory Analysis of Phishin  Attempts sin  e t Analysis  published in the Journal of Information 
Systems  conducted a te tual analysis of phishin  emails tar etin  accountants and auditin  irms. By comparin  a database of phishin  messa es ith Enron emails  the author demonstrated statistically si ni icant differences in many cate ories of te t variables. his publication  cited 11 times  enerated a phishin  model as 
2 Botnets are net orks of devices (computers  smartphones  servers or Io  e uipment) infected ith mal are that are remotely controlled by cybercriminals. Each device in such a net ork acts as a bot  and e ecutes the operator s commands ithout the o ner s kno led e. GitHub is the orld s lar est platform for code collaboration  based on the Git version control system. It allo s developers to store projects  track chan es  collaborate as a team  and publish soft are in an open source or private model.
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po er  based on the variables  friend  achievement  money  and ork  hich became the basis for subse uent research on te t analysis in a inancial conte t.Bakarich and Baranek (2020) in their case study „Somethin  Phish-y is Goin  On Here  A eachin  ase on Business Email ompromise  published in Current Issues 

in Auditing analysed the case of a S public company that fell victim to a scam called Business Email ompromise (BE )  as a result of hich an employee unintentionally transferred millions of dollars to fraudulent accounts. his publication  cited 8 times  provided valuable educational insi hts for the auditin  and inancial sectors on the ro in  prevalence and scale of this type of corporate fraud. as et al. (2020) in their paper „ ser- entered Risk ommunication for Safer Bro sin  presented at the 24th International Conference on Financial Cryptography 
and Data Security developed a risk mana ement tool combinin  personalised blockin  ilterin  and alerts into a sin le holistic system. he authors used simple metaphorical illustrations that functioned both as risk communication and bro ser settin s controls. his publication  cited 7 times  made a si ni icant contribution to the development of a user-centred approach to online inancial security.aylor- ackson et al. (2020)  in their paper „Incorporatin  Psycholo y into yber Security Education  A Peda o ical Approach  presented at the 24th International 
Conference on Financial Cryptography and Data Security  emphasised the role of the human factor in cyber security. he authors demonstrated that many cybersecurity incidents involve persuadin  deliberately selected individuals to perform speci ic behaviours or actions  such as openin  a link in a phishin  email. his publication  cited 7 times  contributed to the development of peda o ical approaches that incorporate psycholo y into inancial cybersecurity education. Basu (2018)  in his paper „Markets and Manipulation  ime for a Paradi m Shift  published in the Journal of Economic Literature  presented an overvie  of the ro in  importance in economics of human emotional eaknesses  attachment to social norms  and systematic irrationalities that in luence market decision-makin . he author emphasised that human bein s are susceptible to manipulation by unscrupulous a ents marketin  their services or oods. his publication  cited si  times  provided a co nitive frame ork for understandin  the psycholo ical basis of vulnerability to inancial fraud.Olifer et al. (2017)  in their study „ ontrols-Based Approach for Evaluation of In-formation Security Standards Implementation osts  published in Technological 
and Economic Development of Economy  analysed the costs of implementin  in-formation security standards. he authors sho ed that  accordin  to a Price ater-house oopers analysis  the avera e cost of a sin le information security and data protection breach doubled in 2015  and the number of or anisations reportin  ser-ious breaches increased from 9  in 2015 to 17  in 2016. his publication  cited 6 times  provided fundamental economic data on the costs of cybercrime to the in-ancial sector.
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ConclusionA bibliometric analysis of scienti ic literature on phishin  ith particular emphasis on the inancial sector  characterises the state of research on this phenomenon and indicates the main trends and directions of development. he dynamics of research interest in phishin  re lected in an annual publication ro th rate of 16. 5  con irms the ro in  threat it poses to the cyber security of inancial institutions and the ur ent need for systematic scienti ic research ( onthu et al. 2021).he evolution of phishin  research paradi ms bet een 200  and 2024 indicates a shift from traditional approaches based on technical analysis and rules to ards advanced methods usin  arti icial intelli ence  machine learnin  and natural lan ua e processin . Since 2022  there has been a noticeable sur e of interest in blockchain and Ethereum technolo ies  si nallin  the e ploration of ne  security mechanisms in the conte t of decentralised inancial systems (Sahin o  et al. 2019  as et al. 2020). he publication of numerous articles in this ield in presti ious journals such as IEEE Access (1 5 publications) and omputers  Security (104 publications) indicates the e istence of reco nised publishin  platforms in the ield of phishin  research. he dominance of open access publications re lects the trend in disseminatin  cybersecurity research results. At the same time  the lobal nature of research collaboration represented by leadin  institutions in North America  Asia and the Middle East hi hli hts the universal nature of phishin  threats and the need for international coordination of research activities.An analysis of thematic clusters reveals a clear dichotomy bet een research focused on security threat analysis and technical detection methods based on features and modellin  ith the latter cluster havin  a stron er in luence on the development of the ield  su estin  reater innovation in the area of phishin  detection al orithms. A revie  of the most fre uently cited publications on phishin  from an economic and inancial perspective points to the fundamental importance of Herley and Florêncio s (2010) ork on the economics of the under round cyber economy and the ro in  importance of research on I Os and cryptocurrencies in the conte t of inancial fraud (Hornuf et al. 2022). he identi ication of research aps points to the need to intensify research in several key areas. First  interdisciplinary research combinin  technical and behavioural aspects is needed  takin  into account the speci ic characteristics of inancial service users and the cultural determinants of vulnerability to phishin . Second  there is a need for more in-depth analysis of the lon -term economic effects of phishin  attacks on the stability of the bankin  sector and the effectiveness of various cybersecurity investment strate ies. hird  research is needed on the ethics of usin  arti icial intelli ence in phishin  detection  particularly in the conte t of protectin  the privacy of inancial institution customers.Future research should focus on the development of personalised phishin  detection systems usin  advanced machine learnin  al orithms tailored to the speci ic risk pro iles of bankin  service users. Research on the use of blockchain technolo y in 
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the creation of decentralised identity veri ication systems and the use of natural lan ua e processin  for real-time semantic analysis of phishin  communications seems particularly promisin . he practical implications of the analysis indicate the need for an inte rated approach to cybersecurity in inancial institutions  combinin  advanced technolo ical solutions ith systematic user education and re ular or anisational vulnerability assessments. Recommendations for practitioners include investin  in multi-layered defence systems  developin  or anisational security cultures  and creatin  mechanisms for international cooperation in the e chan e of threat information.his bibliometric analysis con irms that research on phishin  in the inancial sector is under oin  rapid development  characterised by increasin  methodolo ical sophistication and the inte ration of various scienti ic disciplines. he future of this ield is likely to be shaped by advances in arti icial intelli ence  the development of blockchain technolo y  and the ro in  importance of behavioural factors in the desi n of cybersecurity systems  hich re uires continued systematic research and close cooperation bet een academia and inancial sector practitioners.
BibliographyAbdajabar A.  Idbeaa . (2024). ybercrime s hreat to Financial Institutions urin  O-I -19. AlQalam Journal of Medical and Applied Sciences  46 52.Anderson R. Moore . (2006). he economics of information security. Science  14(5799)  610 61 .Aria M.  uccurullo  . (2017). bibliometri  An R-tool for comprehensive science mappin  analysis. Journal of Informetrics  11(4)  959 975.Bakarich K.M.  Baranek . (2020). Somethin  phish-y is oin  on here  A teachin  case on bu-siness email compromise. Current Issues in Auditing  14(1)  A1 A9. https doi.or 10.2 08ciia-52706Basu K. (2018). Markets and manipulation  ime for a paradi m shift  Journal of Economic 
Literature  56(1)  185 205. https doi.or 10.1257 jel.20161410Bayl-Smith P.  Sturman .  i ins M. (2020). ue utili ation  phishin  feature and phishin  email detection.  Financial Cryptography and Data Security, FC 2020 (pp. 56 70). Sprin er. https doi.or 10.1007 978- -0 0-54455- 5Bhatt P.  Obaidat M.S.  an al G.  as A.K.  a id M.  Sadoun B. (2024). Machine learnin -ba-sed security mechanism for detectin  phishin  attacks. In 2024 International Conference on 
Communications, Computing, Cybersecurity, and Informatics (CCCI) (pp. 1 6). IEEE. httpsdoi.or 10.1109 I61916.2024.107 6460 as S.  Abbot  .  Gopavaram S.  Blythe .  amp . . (2020). ser-centered risk communication for safer bro sin . In  (pp. 18 5). ham  Sprin er International Publishin . https doi.or 10.1007 978- -0 0-54455- 2



57

Safe Bank  4(101) 2025

57

Problems and Opinions
o N. .  Selamat A.  Krejcar O.  Herrera- iedma E.  Fujita H. (2022). eep learnin  for phi-shin  detection  a onomy  current challen es and future directions. Ieee Access  10  6429646 . https doi.or 10.1109 A ESS.2022. 15190  onthu N.  Kumar S.  Mukherjee .  Pandey N.  im  .M. (2021). Ho  to conduct a bibliome-tric analysis  An overvie  and uidelines. Journal of business research  133  285 296.E elman S.  ranor .F.  Hon  . (2008). ou ve been arned  An empirical study of the effec-tiveness of eb bro ser phishin  arnin s. Proceedings of the SIGCHI Conference on Human 

Factors in Computing Systems  1065 1074.Grier .  Ballard .  aballero .  hachra N.  ietrich . .  evchenko K.  …  oelker G.M. (2010). Manufacturin  compromise  he emer ence of e ploit-as-a-service. Proceedings of 
the 17th ACM Conference on Computer and Communications Security  821 8 2. https doi.or 10.1145 1866 07.1866 11Herley .  Florêncio . (2010). Nobody sells old for the price of silver  ishonesty  uncertainty and the under round economy. In Economics of Information Security and Privacy (pp. 5 ).  Sprin er. https doi.or 10.1007 978-1-4419-6967-5Hon  . (2012). he state of phishin  attacks. Communications of the ACM  55(1)  74 81. https doi.or 10.1145 206 176.206 197Hornuf .  K ck .  Sch ienbacher A. (2022). Initial coin offerin s  information disclosure  and fraud. Small Business Economics  58(4)  1741 1759. https doi.or 10.1007 s11187-021-00471-ya atic .N.  ohnson N.A.  akobsson M.  Menc er F. (2007). Social phishin . Communications 
of the ACM  50(10)  94 100. https doi.or 10.1145 1290958.1290968Khonji M.  Ira i .  ones A. (201 ). Phishin  detection  A literature survey. IEEE Com-
munications Surveys i Tutorials  15(4)  2091 2121. https doi.or 10.1109 S R .201 . 0 221 .00009Kr l P. (2024). Phishin  jako a ro enie dla be piec e st a banko o ci cyfro ej. Bezpiecz-
ny Bank  94(1)  25 42. https doi.or 10.26 54 bb.2.1.94.2024 Krombhol  K.  Hobel H.  Huber M.  eippl E. (2015). Advanced social en ineerin  attacks. 
Journal of Information Security and Applications  22  11 122. https doi.or 10.1016 j.jisa.2014.09.005Mutlut rk M.  Metin B. (202 ). Mappin  he Phishin  Attacks Research andscape  A Biblio-metric Analysis And a onomy. J. Theor. Appl. Inf. Technol  101  6758 6780.Mutlut rk  M.  ynn  M. i Metin  B. (2024). Phishin  and the Human Factor  Insi hts from a Bibliometric Analysis. Information  15(10)  64 . https doi.or 10. 90 info1510064  M avali  A. (2024). ombatin  phishin  in Kenya  A supervised learnin  model for enhanced email security in Kenyan inancial institutions. International Journal of Technology and Sys-
tems  9(4)  2 6. N afor K. .  Ikudabo A.O.  Onyeje . .  Ihenacho .O. . (2024). Miti atin  cybersecurity risks in inancial institutions  he role of AI and data analytics. International Journal of Science and  1 (01)  2895 2910.



58

Safe Bank  4(101) 2025

58

Problems and Opinions
O eary  .E. (2019). hat phishin  e-mails reveal  An e ploratory analysis of phishin  at-tempts usin  te t analysis. Journal of Information Systems  ( )  285 07. https doi.or 10.2 08 isys-52481Olifer .  Goranin N.  Kaceniauskas A.  enys A. (2017). ontrols-based approach for evaluation of information security standards implementation costs. Technological and Economic Develop-
ment of Economy  2 (1)  196 219. https doi.or 10. 846 2029491 .2017.1280558Olo u O.  Adeleye A.O.  Omokanye A.O.  Ajayi A.M.  Adepoju A.O.  Omole O.M.  hianumba E. . (2024). AI-driven fraud detection in bankin  A systematic revie  of data science approaches to enhancin  cybersecurity.  21(2)  227 2 7.Per ej .  Abbas S. .  i it .P.  Akhtar N.  ais al A.K. (2021). A systematic literature revie  on the cyber security.  9(12)  669 710.Sahin o  O.K.  Buber E.  emir O.  iri B. (2019). Machine learnin  based phishin  detec-tion from R s. Expert Systems with Applications  117  45 57. https doi.or 10.1016 j.es a.2018.09.029Shen  S.  Holbrook M.  Kumara uru P.  ranor .F.  o ns . (2010). ho falls for phish  A de-mo raphic analysis of phishin  susceptibility and effectiveness of interventions. Proceedings 
of the SIGCHI Conference on Human Factors in Computing Systems  7 82.Shkarlet S.  ubyna M.  huk O. (2018). eterminants of the inancial services market func-tionin  in the era of the informational economy development. Baltic Journal of Economic Stu-
dies  4( )  49 57. https doi.or 10. 0525 2256-0742 2018-4- - 49- 57aylor- ackson .  McAlaney .  Ashenden .  ale . (2020). Incorporatin  psycholo y into cy-ber security education  A peda o ical approach. In Financial Cryptography and Data Security, 
FC 2020 (pp. 207 217). Sprin er. https doi.or 10.1007 978- -0 0-54455- 15illanueva .  Sebastian . e tre . (2024  uly). eb Portal alidation Model by i ital Si-nature and ISO 27002 to Reduce Private redentials heft for Phishin  Attacks to Financial Sector ustomers. In 2024 International Conference on Electrical, Computer and Energy Tech-
nologies ICECET (pp. 1 5). IEEE.ian  G.  Hon  .  Rose .P.  ranor . (2011). AN INA  A feature-rich machine learnin  frame ork for detectin  phishin  eb sites. ACM Transactions on Information and System 
Security  14(2)  1 28. https doi.or 10.1145 2019599.2019606uspin .  Putri A.O.  Fau ie A.  Pitaksantayothin . (2024). i ital Bankin  Security  Internet Phishin  Attacks  Analysis and Prevention of Fraudulent Activities.International Journal of 
Safety & Security Engineering  14(6). huo S.  Biddle R.  Koh .S.  ottrid e . Russello G. (202 ). SoK  Human-centered phishin  susceptibility. ACM Transactions on Privacy and Security  26( )  1 27.


