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Behavioral and traditional biometrics in mobile inancial services 
– current state and future outlook
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Ochrona konsumentów korzystaj cych z us ug bankowo ci elektronicznej na przyk adzie 
ankiety przeprowadzonej w ród osób pracuj cych i/lub studiuj cych w odzi

Always connected, but are smart mobile 
users getting more security savvy? A survey of smart mobile device users

Visa – Digital Payments Study 2017 ikonogra ika



1. Rynek p atno ci i aplikacji mobilnych

Visa – Digital Payments Study 2017

Raport Mastercard Bankowo  mobilna – trendy i wyró niki oferty w Polsce i na wie-
cie



Rysunek 1. Klienci bankowo ci mobilnej na tle klientów bankowo ci ogó em (Mastercard) 
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Raport Mastercard Bankowo  mobilna... op. cit.

Biometria w bankowo ci i administracji publicznej
Alior, ING i SGB wycofuj  z oferty p atno ci mobilne NFC. Us uga b dzie dost pna ju  tylko 

w dwóch bankach



Rysunek 2. Warto  zlece  zrealizowanych w systemie BLIK w kolejnych kwarta ach 
(BLIK funkcjonuje od 09.02.2015 r.)
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2. Metody uwierzytelniania i biometria
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universality

uniqueness, distinctive-
ness

ease of collecting / collectability

persistence / permanence

ef iciency, performance

circumvention, safety acceptabi-
lity

Kultura u ytkowa zabezpiecze  biometrycznych klientów banków w Polsce na podstawie 
sonda u internetowego

Biometria w bankowo ci... op. cit. Guide to biometrics..
op. cit. Biometric identi ication

An Introduction into the Use of Biometric Technology Privacy and Data Protection Issues 
of Biometric Applications

Biometric identi ication op. cit.
Beyond the Password: The Future of Account Security



3.  Charakterystyka metod wykorzystuj cych 
cechy izyczne i behawioralne

  , 

Security and usability: the case of the user authentication methods

P atno ci mobilne w Polsce – Analiza SWOT

European consumers ready to use biometrics for securing payments 2017

Guide to biometrics... op. cit. Biometrics principles and important concerns
An Introduction into the Use 

of Biometric Technology Privacy and Data Protection Issues of Biometric Applications



Tabela 1. Podzia  cech biometrycznych

Rodzina cech Cechy

Authentication of smartphone users using behavioral biome-
trics

 False 
Rejection Rate

 False Accept Rate
 Equ-

al Error Rate

ingervein

Biometrics: personal identi ication in networked society



Tabela 2. Dok adno  tradycyjnych cech biometrycznych

Cecha Dok adno
atwo  fa szerstwa / 

podrobienia

atwo  zastosowania 
w urz dzeniach 

mobilnych

 

 

touch / touchscreen / touch pro ile

gestures hand-waving

Behavioural Pro iling Authentication Based on Trajectory Based Anomaly Detection Model of 
User’s Mobility

Silentsense: silent user identi ication via touch and movement behavioral biometrics

Unobservable re-authentication for smartphones
Itsme: Multi-modal and unobtrusive behavioural user authentication for smartphones

On using palm and inger movements as a gesture based biometrics



keystroke

behavioral pro iling

gait

voice

Authentication in mobile devices through hand gesture recogni-
tion

Unlocking smart phone through handwaving biometrics

Biometric personal authentication using keystroke dynamics: A re-
view I sensed it was you: authenti-
cating mobile users with sensor enhanced keystroke dynamics

Biometric authentication and identi ication using keystroke dynamics: A survey

Continuous user authentication using multi-modal biometrics

Behavioural Pro iling... op. cit.
Context-aware active authentication using smartphone accelerometer measurements

Secure and privacy enhanced gait authentication on smart phone

Mobile biometrics (mobio): Joint face and voice veri ication for a mobile platform
The MIT mobile device speaker veri i-

cation corpus: data collection and preliminary experiments

Model for adaptable context-based biometric authentication for mobile 
devices



signature

 
continous authentication

multi-factor authentication

 

 

Analysis of pattern recognition techniques for in-air signature biometrics
Mobile signature veri ication: Feature 

robustness and performance comparison
Analysis of results of large-

scale multimodal biometric identity veri ication experiment



cancellable biometrics
hash

Fingerprint vulnerability: A survey

Evolutionary methods for generating synthetic masterprint templates: Dictionary attack 
in ingerprint recognition

Introduction to Face Presentation Attack Detec-
tion Handbook of Biometric Anti-Spoo ing

An evaluation of ingerprint security using noninvertible biohash

Cancelable Biometrics: A review



Tabela 3. Podzia  cech biometrii behawioralnej wraz z ich charakterystyk  
i wykorzystanymi metodami

Cecha Dok adno
Czas potrzebny do 
uwierzytelnienia

atwo  
fa szerstwa

atwo  u ycia 
w urz dzeniach 

mobilnych

Nie wymagaj ce dodatkowych interakcji

Model for adaptable context-based biometric authentication for mobile 
devices

I sensed it was you: authenticating mobile users with sensor-enhanced keystroke dy-
namics op. cit.

Actions Speak Louder Than (Pass) words: Passive Authentication of Smartphone Users via 
Deep Temporal Features



Cecha Dok adno
Czas potrzebny do 
uwierzytelnienia

atwo  
fa szerstwa

atwo  u ycia 
w urz dzeniach 

mobilnych

Authentication in mobile devices through hand gesture recognition

Unlocking smart phone through handwaving biometrics

Mobile signature veri ication: Feature robustness and performance comparison

Top Five Biometrics: Face, Fingerprint, Iris Palm, and Voice

Cell phone veri ication from speech recordings using sparse representation

A continuous smartphone authentication method based on gait patterns and keystroke 
dynamics

Continuous user authentication on mobile devices: Recent progress and remaining chal-
lenges

Transparent authentication systems for mobile device security: A re-
view

Surveying the development of biometric user authentication on mobile phones

Benchmarking Touchscreen Biometrics 
for Mobile Authentication

Smartphone user identity veri ication using gait characteristics

Secure and privacy enhanced gait authentication on smart phone

Active authentication on mobile devices via stylometry, application usage, web brows-
ing, and GPS location

Behaviour pro iling for transparent authentication for mobile devices

Continuous user authentication using multi-modal biometrics



4. Zastosowanie metod biometrycznych w praktyce
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Active authentication on mobile devices via stylometry, application usage, web brows-
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Finger Vein

Biometryczne uwierzytelnianie klienta w oddziale bankowym

Biometria w bankowo ci. Co za jej pomoc  za atwimy dzi  w banku?



5.  Scenariusze zastosowania biometrii behawioralnej 
w systemach p atniczych





Rysunek 3. Scenariusze p atno ci mobilnej 
z wykorzystaniem metody zabezpiecze  biometrii behawioralnej
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